User Registration and Top Screen

Must complete User Registration before the Top Screen

Complete user Registration NOW for ammonia (>10,000lbs),
chlorine (>1,875lbs).

Wait on Appendix A for propane registration, particularly if
<20,000 gallons capacity

Must sign and mail/fax in to secure Top Screen access

Authorizers, Submitters, Preparers and Reviewers
— Each facility must have an Authorizer, Submitter, and Preparer

— The roles may be consolidated with one person or split between
three people

— Each user will have a unique user name and password

— Reviewers Optional, they may not change any submittal



Authorizers, Submitters, Preparers

Authorizer 1 Authorizer 2 Authorizer 3
v \ ]
Subscriber 1 Subscriber 2 Subscriber 3
I
\ \ \ y \

Preparer 1 Preparer 2 Preparer 3 Preparer 4 Preparer 5 Preparer 6
, v . v J 4
Facility 1 Facility 4 Facility 6 Facility 8 Facility 10 Facility 11
Facility 2 Facility 5 Facility 7 Facility 9 Facility 12
Facility 3 Facility 13

Facility 14




User Registration Process

Step by Step Registration Guide

Go to www.dhs.gov/chemicalsecurity. Click “Register Now”

Type in access password: SM

Complete Submitter and Authorizer information. Click “Continue
to Facility Information”

Complete Facility Information

On the same page complete the associated Preparer
information
- If another facility click “Add Another Facility”

- If no other facilities associated with the Submitter & Authorizer click
“Complete”



Authorizer Information

Authorizing Person @

The Authorizer werifies that the user account request far the Submitter is walid on behalf of the company that owns the facility.

Is the Authorizer the same as the Submitter? T ves Mo

First Name: | Middle Initial: | Last Name:

Organization: |

Mailing Address 1: |

Mailing Address 2; |

City: | State: ~| zIp code: |
Phone Humber: d ].l - | Extensiun:l

E-mail Address: |

Job Title: |

Is the Authorizer a LS. Citizen? T ves T Mo
Is the Authorizer an Officer of the Corporation or designated by an Officer of the Corporation? (& vesg 7 Mo

Is the Authorizer domiciled in the U.5.7 " ves € Mo

Continue to Facility Information »




Facility Information

Organization Detail for Facility 1 @

Motification code {if supplied): |

Mame of Organization: |

Facility 1@

Mame of Facility: |

Street Address 1: |

Street Address 2: |

City: | State: j Zip C::-de:l

County: |

Latitude: | L7 ]

Longitude: | 0

Additional nen-street location information: ﬂ




Complete Registration

Flease use the button below to download the Acrobat PDF document.

Adobe Reader is required to wiew this document. Adobe Reader can be downloaded for free from

[ ] Aft d d 1 I t hitpeiwenewr adobe comdproductsiacrobatireadstep? himl.
era INg 1aS
All individuals listed on the printed document must sign and date the form. The completed form must be sent via fax to

Fa Cl I |ty & P re p arer 866-731-2728 or mail to Chemical Security Compliance Division, ATTN: CSAT User Registration, Department of

Homeland Security, Building 5300, MS 6282, P.O. Box 2008, Oak Ridge, TH 37831-6282
M o V4
click “complete
* Download PDF

ﬁ File Edit Wiew Document Tools ‘Window Help 1] =

Q’Ty :[h §1 G‘k IL m e |890;° - & i i Search Wiek

Form

OME Appreval No. XXEX-XXXX

¢ S Ign an d sen d to | T | la Ehenil_ica] Security Assessment Tool (CSAT) SN
= User Registration
DHS

 Email with
username & temp
password will be
sent by DHS

Section 330 of Public Law P.L. 109-295 provides the Deparanent of Homeland Secunity with authonity to regulate the secunty of
high-risk chemical facilities in the United States. DHS has developed a Chemical Security Assessment Toel (CSAT) to:

1. Assist facilities to deternuine if they are regulated under Section 550 of PL. 109-293,
2. Assist n the determination of a facility's security risk, |
3. Support the development of a Secunty Vulnerability Assessment as required by the legislation, and |
4. Develop and recetve a facility's Site Security Plan.

To guard agaimst imauthorized submission of this sensitive data en vour company’s behalf, DHS requires the issnance of unieue
usermames and passwords for access. This required form allows potential wsers to register for access to CSAT.

Commerts % Atachimerts

This form requests that user accounts be created to obtain access to the CSAT on-line screening tool. There are three user roles for
which access 15 granted: “Preparer”, “Submitter”, and “Authorizer”. The Preparer is authorized to enter data into the C3AT on-
line sereening tool but is net autherized to formally subnut the data on the company’s behalf. This person is a qualified mdividual
fariliar with the facility in guestion. The Submitter is certified by the company or corporation to formally submit the regulatory

4 4] o+ [h Mo 0| Uls




Consolidating Registrations

Complete a new
registration

New users names are
created

Use transfer account
access to consolidate
user accounts

Authorizer 1 <Transfer Account Authorizer 2
\: v
Subscriber 1 Subscriber 2
I
v v \ \
Preparer 1| | Preparer 2| | Preparer 3 Preparer 4 | | Preparer 5
4 4 v y
Facility 1 Facility 4 Facility 6 Facility 8 Facility 10
Facility 2 Facility 5 Facility 7 Facility 9

Facility 3




Who can do What?

Must be an

Ma Ma i
Responsibility E d'}t’ Vi y :/[I:ZVI;:V::; Officer or Cl\(/)IZZul;fa;t
! lew Designee
Verify and validate the
. appropriate individuals are
Authorizer assigned the appropriate NO Yes Yes Yes NO
CSAT User Roles
Verify and validate
Submitter information being submitted | Yes | Yes Yes Yes No
is correct and accurate
Complete the Top-Screen
Preparer based upon their intimate Yes | Yes Yes No Yes
knowledge of the facility
. Support for the Preparer,
Reviewer b P No | Yes Yes No Yes

Submitter, or Authorizer

Note: All must be U.S Domiciled




Top Screen Questionnaire

Identifies the security issue(s) at a facility using the DHS
Chemicals of Interest list:

- Risk to public health and safety
- Potential targets for theft/diversion of potential CW or explosive precursor
- Reactive chemicals stored in transportation containers

- Concentrated capacity, the loss of which poses a risk to the economy or to
the delivery of mission critical functions

Enables a facility to determine its status and/or preliminary tier
by letter from DHS



Top Screen Specific Security Focus

Risk to public health & safety release: (deaths & injuries)
— In-situ release of toxics chemicals

— In-situ release and ignition of flammable chemicals

— In-situ release/detonation of explosives chemicals

Potential targets for theft or diversion: (presence of chemical)

— Chemical weapons and precursors
— Weapons of mass effect
— |ED Precursors

Reactive stored in transportation containers: (presence of chemical)

— Chemicals that react with water to generate poison gasses
Critical to essential government missions: (facility specific basis)

Critical to the national or regional economy: (facility specific basis)



Top Screen Questionnaire

Deaths and injuries calculated using a variation of the EPA Risk
Management Program (RMP) worst case scenario methodology

DHS’s approach adjusts the RMP*Comp exposed population
estimate to account for the safety perspective:

— Single container breach assumption

— Residential population only

— EPRG-2 exposure limit

— 25 mile cutoff limit in RMP Comp

— Uniform population density

DHS estimates predictable deaths and injuries that would be
considered Urgent or Priority in normal medical triage



Entering Top Screen

All CSAT Users
must accept to enter
Top Screen

Ensures CVI tier

letters may be sent to
CSAT Users

(&
vulmerabilicy I

mical Security Assessment Tool (C

CVI Authorizing Statements

Flaaze read the following Infonmeaton and ek Tie Doxas b Indicete Tal you understand and accaptingss requirgments

[ 'undarsiand that | wil have sccess 1o ChemicaHeronsm vulnarabiity Infarmation (S5 i accordanc e with e Pubilic Law 108-225, Section 550 and § GFR
27.400 Thiz infarmaban s exempt from releass under b Fresdom of Informabion oo (6 U.S.C. 553) and Stale and local disdosuns lawes. Mo par of this recard
may be dedo=ed {0 persons without a “reed 1o mow,® as defined 0 6 CFR 27 400(=), excepd with the verien permission of the Seorelany of Homeland Seoady
Unaumonzed relgags may resun in oWl penalty or ofer ackon. Public disdasure s piverned by § CFR 27.400Mg].

[ &= a chemical tadify raprasentate | acknowiadne that | may onty sharg O with haard members, emiplopees, or conbractors of s comipany. | agnes ko only
share CY1 wath thes= eligible indriduals that have comipieted the requirements io become an authorzed user of 0

[1 1 heve rmad and agree io abide by the following ©3 =xd=guarding raquirernents

Seorage: Whien nat in pour possession, shore in a secure erwironment such as in a locked desk draser of locked container. Do nol leave This documsnt inaiiendecd

Transmds s ¥ou may Yansmil S by Te fiewing means 1o an eligivle ndiadual whg meels e accesEs eoUrements iEwed above. In all Cagss:, e redpient must
accapthe lerms o Non-Discesure Agreemend Belone being gven access 10Cyl

= Hard Delivens Adnorized indrsidudle may nand camy matsrial a8 iong 38 AC0SSE 10 e mabarkal ie ¢ ontroled whik in Fansi

s Email: Ercrpdon should be used. Howsver, when This is impractical of unavallable you mag Yansmil SV ower regular email channels, Hencryplion is nol
avalable. send Y 85 2 passwond proteched atfachment and prosida the password under separate cover. Do not serd TV 1o personal, non-amgloyment
reiaind emall accounts. Whanever tha recipien] forwards or disseminatas CV wWia amal, place fal | iformadon inan stachment

Mail: USPE Firsl Class mai or commarcizl equivalent Placs in an npaque emelaps or container, suffinerdy seakd 4o prevent inadwerent npaning and tn chow
eadence of amperno. and then placed in a second erwelope thal has no marking on il bo idemify the conlents as Cvl Envelope or cordainer must bear e
compiele name and address of the sender and agdressse. Envelope wiil feve no ouler markings th-at indicale Te coments are OVl and mus1 oear e Toliosing
bk the returm addres s "POSTMASTER: D0 HOT FORWARD, RETURN TO SEWHER." Adhers ko the aforementioned requirements for inberoMce miail

FaxX: ¥au &g encouraged bl nok requirsd 10 uge 3 seore fae When Sending Wa nor-aacune i conndinal e wiih Tie Rcpisnt o ensung Ml the faxgsd maber ks wil not
s ledt unaterded or subjected bounauthoized disdesue on the receking end.

Tedephore: Y'ou are enciuraged, Bul nol reguired, to use a Secre Telepnone UnEquipment. Wae calutar phores 1o disoasa OV only in axigent draumatandes.

Aeproduction: Ensure that a copy of fhis sheet i the firsd page of all reproducions contaiming Cul. Clear copy machine malfurchions and ensure 28 paper pathe ane
checked jor CWl. Desioy all unusable pages immedialely.

Destruction: Destray (1=, sbred or bum} hi= doosment when no longer neaded. Forlaptops or CPLU=, del=d= fle and amphy recyde bin
Derivatve Products: Mark any newty creaied 00CuUmam containing Sl with "Chamical-Termoflsm Yuinarat ity monmaton” on ths 1op and bolom of §ach pags that
contain= SV Mark {CUl)° beside each paragraph confaining C'. Place a copy of C'¥l cover page over al nevrly creaded documents containing &l The G Tradking

Mumbene) of he Bouroe dooamenia) must be induded on the derialiely created dooaman in the Tom of an footnate.

[ 1=gres m anide by e Slorementionad guidance and acnoaiedge Tal TS aQreement only provides aeeess 0 OV redlad Oy ine compietan o tne CEAT Top-
SCrenn. ACCRsE b other O will recuire addilional reguitements a3 defined by T Chemical Security Compliance Disision,

WARMNG: Thassoond corrtsing T W thes urdar S CFR 27 430 M part oF 18I0 MECST msy B8 ducizssd 1o pancrm wihost B nesd 1D knaw,” s

celinec iz 8 CFF 7 S00js0, secepi wiih e wiben ol ther y ot Swcmig relemnn oy el i crdl penalty o ciher mcioe =



What to Have Ready

 The CFATS Rule, Appendix A & Top Screen Guidance Manual

http://www.poultryegg.org/Environment/DHS/chemsec csattopscreenusersmanual.pdf

* CVI guidance manual

http://www.poultryegg.org/Environment/DHS/chemsec cvi proceduresmanual.pdf

® Facility information:

— NAICS codes
— CSAT Top-Screen Users Manual

— Data Universal Numbering System (DUNS) numbers (www.dnb.com)

— latitude and longitude from the center of the facility

— Joint Venture names and DUNS number

— host/tenant facility names

— EPA RMP identifier numbers for the facility and host/tenant facilities a



b

What to Have Ready (cont)

® Facility information (cont):

number of employees and full-time resident contractors.

Chemical inventory : Name /quantities of Appendix A chemicals
manufactured, processed, used, stored or distributed on site.

Location & Quantity within Area of Highest Quantity (170’ radius)
Environmental Protection Agency (EPA) Risk Management Plans (RMP)
A copy of RMP*Comp to calculate information about toxic releases.
Records from annual Tier 2 report under (EPCRA)

Financial, sales and marketing information

® General Facility information completes Q:1.0-66 thru Q:1.35-435
(7 pages of questions) . Examples follow:



General Questions

Facility Description

NAICS Code for the
Facility [Q:1.1-83]

Facility Data
Universal

Numbering System
(DUNS) [@:1.1-84)

Choose the facility
type that best
describes your
facility [Q:1.1-85]

a Provide the five- or six-digit NAICS Industry code that corresponds
most closely to the primary activity of this facility as a whole. NAICS
codes are maintained by the U5, Census Bureau. For a list of the
codes see hitp/fwww. census goviepcd/naics02/naicod02 _hitm.

& Enter the nine digit Data Universal Mumberning System (DUMNS)
identification code for the facility itself. If the facility does not have a
DUNS number, leave this data element blank. Explain: The Data
Universal Numbering System (DUNS) Mumber is a unigue nine
character identification number provided by Duns & Bradstreet (D&B).
The DUNS Number is site-specific and dwvision-specific. Therefore,
each physical location of an entity will have its own DUNS Number. If
the facility doesn't have a DUNS number, leave this field blank.

1 Chemical manufacturing, usage, storage, and distribution

L] Petroleum refining
1] LNG storage




@ Water/Wastewater Facilities

Is the facility regulated pursuant to Public Water Systems, as defined by section 1401 of
the Safe Drinking Act, Public Law 93-523, as amended?

[C:1.3-56]
1] Yes, the facility is a Public Water System.

=] MNo, the facility is not a Public Water System.

1] Partially: the facility contains a Public Water System regulated under the Safe Drinking

VWater Act, but also contains components that are not so regulated.

& If the facility contains a Public Water System regulated under the Safe Drinking Water Act, but
also contains components not so regulated, select "Partially”™ and continue to fill out the screen for
the portion of the facility not regulated under the Safe Drinking Water Act.

Is the facility regulated as a Treatment Works as defined in section 212 of the Federal
Water Pollution Control Act, Public Law 92-500, as amended?

[@:1.3-87]
1] Yes, the facility is regulated as a Treatment Works.

[] Mo, the facility is not regulated as a Treatment Works.

1] Partially: the site contains Treatment Works regulated under the Federal Water Pollution

Control Act, but also contains a facility or portion of a facility not so regulated.

a If the site contains Treatment Works regulated under the Federal Water Pollution Control Act,
but also contains a facility or portion of a facility not so regulated, select "Partially” and continue to
fill out the screen for the facility or portion of the facility not regulated under the Federal Watar
Pollution Control Act.



Some Questions are NA

 Don’t be concerned if some questions are discussing topics
unknown to you......

CME PRA # 16T70-0007
Expires: 12531/2007

Security Vulnerability Assessment (SVA)

Has a security vulnerability assessment been conducted for this facility?

[Q:1.47-436]
] Yes
] Mo

a A Security Vulnerability Assessment (SVA), enables the identification of securnty hazards,
threats, and the evaluation of security countermeasures and vulnerabilities.

if Yes, answer Secunty Vulnerability Assessment Fields



Questionnaire Info

* Questionnaire has specific sections for petroleum and LNG
facilities; you will not see these online.

* Questionnaire cycles through Chemical categories:

Release of Toxics ( ammonia, chlorine, chlorine dioxide)
Release of Flammable (Propane)
Release of Explosives (Ammonium Nitrate, Urea Nitrate)

Theft Diversion of Explosives & Precursors (Ammonium Nitrate, Urea
Nitrate, Hydrogen Peroxide)

Theft/Diversion of Weapons of Mass Effect (Ammonia, Chlorine)
Theft Diversion of Chemical Weapons and Precursors (NA)
Sabotage/Contamination Chemicals (Chlorine dioxide)



Questionnaire Info (cont)

Do you manufacture, process, use, store, or distribute any of the following toxic chemicals
at your facility? Check "Yes" if the chemical is present on site at or above the screening
threshold quantity.

(The default settings on this list indicate that the chemicals are NOT present on site. At the

end of the list, you must indicate that these settings have been changed as needed for
your facility.)

These chemicals were determined by the LIS Department of Homeland Security to be a potential
secunty risk at "high risk chemical facilities™ as defined in Section 550 the Department of
Homeland Security Act of 2007. Chemicals should be selaected if they were on site at or above the
screening threshold quantity at any time over the past 12 months.

If “No” selected for all chemicals, go to Release of Flammables (page 27)

|'Q'.2.ﬂ'— 121 i

Chemical Name CAS# Screening Yes No
Threshold
Cluantity

Acrolein 107-02-8 3,750 lbs BE []
[2-Propenal]
Allyl alcohol 107-18-6 11.250 |bs [] []
[2-Fropen-1-ol]
Armmonia {anhydrous) 7664-41-7 7.500 lbs BE []



Questionnaire Info (cont)

» After noting chemicals of concern, you will need to indicated
whether facility is “Urban” or “Rural” in RMP*Comp

Toxic Chemicals Present On Site

Indicate the topography used in the EMP*Comp calculation for the area where the facility
is located.

Q2.1-127]
[] Urban
] Rural

& If this facility i1s covered by EPA RMP, the selection should be the same as that reported to
EPA. For all other facilities, if the site 1s located in an area with few buildings or other
obstructions, select Rural. If the site is in an urban location, or is in an area with many

obstructions, select Urban.



Total Onsite Quantity

Worksheet to calculate Total Onsite Quantity and Distance of Concern

Chemical A Amount Distance of
Concern (toxics
only

Processing units (tanks and vessels)

Storage (bulk storage tanks, vessels,
underground cavemns_ etc.)

Tanks

Railcars regularly on or adjacent to site (even
1f the railcar 1s not alwavs present. include the
estimated maximum amount at any one tume
that has been staged in railcars onsite over the
past 12 months)

Tube trailers parked onsite (the estimated
maximmm amount that has been onsite over

the past 12 months)

Other bulk transportation contamers (fank
cars, 1sotainers, large storage containers, etc.)

Man-portable contamers (cylinders_ bags.
etc.). Calculate the number of contamners,
multiply by the amount and sum the results

OQuantities in laboratories

Other

Total Onsite Quantity (aggregate quantity)




Area of Highest Quantity

r Chemical
Adminizstration (}lm_iler
Building with parking
i laboratories
Chemical B-
warehouss containing
Chemicals A and C

Area within a radius parking
of 170 feet with
greatest amount of
chemical of concern

Rail car with
Chemical &




Questionnaire Info (cont)

Enter the gquantity of the toxic chemical of concern in the Area of Highest Quantity (in
hundreds of pounds). Enter the distance of concern reported by RMP*Comp (miles) for

the Area of Highest Quantity (AHQ).

The Area of Highest Quantity (AHQ) 1s defined as an onsite area, with a radius of 170 feet, where
the greatest amount (rounded to hundreds of pounds) of the toxic chemical of concemn is
expected to be located at any time in a 12-month period. This amount may differ from the total

onsite quantity.

Chemical Name CAS# Screening  CQuantity in Distance of
Threshold AHQ Concern for
Quantity (pounds) AHGQ (miles)
[Q-2.2-2792] [Q-2.2-2793]
Acrolein 107-02-8 3,750 |bs
[2-Propenal]
Allyl alcohol 107-18-6 11,250 lbs
[2-Propen-1-ol]
Ammonia {anhydrous) fo6d-41-7 7,500 Ibs




Questionnaire Info (cont)

Each additional category of chemicals will cycle thru these
same series of questions (i.e. flammables, explosive, weapons
of mass effect, etc).

You must affirmatively respond to each inquiry on the
presence of each listed chemical above the threshold quantity

WARNING: be aware of what is on your property!
These “cycles” account for 2/3 of the questionnaire



Questionnaire Info (cont)

Next Sections deals with nationally or regionally significant
chemical production

Minimal applicability to poultry since we do not produce
chemicals, but still must complete

Mission Critical Chemicals

Mission Critical Production

Does this facility account for 20% or more of the domestic production of any one chemical
to one or more critical infrastructure sectors? The critical infrastructure sectors are
defined as Defense Industrial Base, Energy (electric generation only), Public Health and
Healthcare, or Public Drinking Water.

[Q:9.0-692]
] Yes
1 Mo

. This question should be answered "es" if this facility accounts for 20% or more of the
domestic production of a chemical to one or more critical infrastructure sectors. A single facility
may produce more than one chemical that meets the critena.

If answered “WNo”, go to Econormucally Critical Chemicals (page 74)




Questionnaire Info (cont)

Economically Critical Chemicals

Economically Critical Production

What is the total value of products shipped and other receipts from the facility? (In dollars

- number without dollar sign or commas)
(- 10.0-691]

. The total value will be the same as that provided in the Annual Survey of Manufactures
(conducted annually for a sample of manufacturing sectors every year except those ending im “2"
and "7") or in the Economic Census (a survey of all manufacturing sectors conducted only in
yvears ending in "2" and 7). Information and sample forms are available by searching for the
survey names at the Census Bureau website http/fwww.census.gov/index_html. Facilities may
provide the response from a recent Census Bureau survey if the information accurately reflects
current facility operations.

Excluding production for critical infrastructure sector{s), does this facility account for 35%
or more of the domestic production of any one chemical for the other sectors of the LIS
market. Do not include production to the critical infrastructure sectors defined as Defense
Industrial Base, Enerqy (electric generation only), Public Health and Healthcare, or Public
Drinking Water.

[ 10.0-771]
] Yes
] Mo

. This question should be answered "™es" if this facility's production accounts for 25% or more of
the domestic production of a chemical and this chemical is not supplied to Defense Industrial
Base, Energy (electric generation only), Public Health and Healthcare, or Public Drinking Water.

Ifanswered “NWNo”, go fo page 80



Questionnaire Info (cont)

* Modification to Top Screen not available after submission

* Notification provided onscreen in real time regarding your
status

Finish

Submitter Copy

A copy of the completed survey will be sent to the Submitter.

Preparer Copy

Do ywou want copies of communications from DHS about this facility to be sent to the
Preparer in addition to the Submitter?
[@:15.2-931]

[] Yes
] No



@ What happens after “Submit”

* Real-time disclosure by DHS of your preliminary Tier status
* Will receive the official notice via (CVI) letter

— Confirms your on-line preliminary Tier Status
— Starts the 90-day clock on preparing SVA



Reviewers/Consultants

Chemical -re

Chemical Security Assessment Tool (CSAT) Tl ity Infor e ”-w.;,

Choose a survey to edit or review.
Questionnaire | Questionnaire | : :
Status % Guesticnnaire
- Start Date End Date s

Mew

CSAT Top Screen vl for XYZ Chemical Corporation

‘ Add Reviewer

* Selecting a reviewer is optional, must be added by a known CSAT User
* May be added while the Top-Screen is active

* May be an existing user or new user

* New users sent an e-mail (no PDF for signature)

e Subject to the same requirements as other CSAT users

e Consultants must be CVI authorized users and have an NDA.

 Companies utilizing a consultant for completing CSAT the facility may
register the consultant as the Preparer or as a Reviewer.



